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(54) DIGITAL DATA RECORDER WITH SECURITY INFORMATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a digital data recorder with 
secrity information which prevents digital data from being falsified, 
reproduced, partially used, or illegally used. 

SOLUTION: A CPU 3 generates a public key and a secret key by a 
public key cryptosystem. Then, an ID image stored in a security memory 
8-1 is used as a random number series source. Moreover, the CPU 3 
appends additional information to the image data inputted from a pickup 
system 1, and encodes the data with the secret key, to generate an 
electronic signature data. Further, the CPU summarizes the input data 
main body to which the additional information is appended, the electronic 
signature data, and the public key, etc., an generates a data file. In the 
case of restoring the data file, if the data acquired by decoding the 
electronic signature data by using the public key appended to the data 
file coincides with the data acquired from the main body of the data file, 
it can be judged that neither falsification nor edit, etc., are added 
thereto. 
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[004 1 ] tgfg@W I Dtt, It&OfcJ: 5 tC. H2 *C 

^--*ftffi±l/T»#i£**vC(r>S. Sfctc, :x— tf 
*^-1f I D**JSSr*. #H*S#)r«, Jx-tflDi 

fc<fcSl£^JA;ft*^L-C&#< C<fca*T?#, 
[0 04 2] ^Lt k H4«C^f ?r^S fij 

@«§tt-c*5i*Bjosnsi, *r, i nmi&<ot§&w 

tf % i-if<oa-t>, JfiFfrft-f^K j&HctcHfc&fJue? 

[0 04 3]^ ^f^S18"C 4 jl— iffc^yW 
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[0 0 44] ycCC, Xf**:/S 2 0-C. tlTO^JltCffle 

f (881 D 1 liID)=(p ( q) 
[0 04 5] C<D««gtT^=fy>CAK:te^Ttt. £t« 
ft6ftl>J:9<cf^?& s &SftSftD % A^-^tcaft 

=f y x a *sgg & ft £ & , ig o * - fiDftjfiftjd&jWf c » 

*-A*MR8-^v5^©ffitR^^*fl9li-c, 

A«w©»fta[4L/T(,»*. *mmmx'\z x macros. 

[0 0461ft*, I DHHSM*, Suffix- £^<DH:£T> 
tt, JMJ^fr. !HB%MMc:J:i) x 4^i*&~?*As*s<d 
*C\ fiaSO^^^/jiBBStSr^wsft^ utr. 9 s — £:/P 
CDfficD « 6 o £ £ — «K: 5 ft £*<D«HBjte&g 
T*>&„ p, Q*5*S*i« k 0 1 (DXTv^A 1 2WK 

[0 04 7] ^r>^*S2 2t\ I Dffl«*1f 

[ o o 4 8 ] c - 2 . mm?*- z&mmnttm&m 

[0049] «S«:«iH*sfSASn/clS«c % tt@Si»-C 
ftl*»^{Ctt % 77'S14^e>@5^Xf^7* 

*«REC (ttC) h\ PLAY ^ h\ M 

•^-KOl^rti^CftSa^trWrft. CCr, REC 
FfcRJiStir^*, */c«REC*- F^iSJRS 

[005 0] CCt, 07 tC, V-^4ftSBj«^B^ 
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( i Dmm te&vmfem&<Dm&'r--5iPhtzz> 0 & 
£ e fir, ^ y jf (jRgij k ««tmi«) • 

[0 0 5 2] CC C, ii@WI DCCfcS-te** 'Jr-y 
«BE«Coi»TH0*#JlbTtt?l!"r6. W*.tt. 65 5 

3 6i$<Dm&*mm?2>m&zmmtz„ c <om^. m 
3 2e ? howHnri D«^a-r 

SBi* I Dr*4WB, 1/6 5 53 6 ift*. * 

[0 0 5 3] c-3. mtHD&ttzjumz** y m 

*fc. MCMMt-t-F**, PLAY *-F*C 
KSESftTOS. JMPLAY («£) FflSKR 
Sfttoi^teW:, Xf^'S32^r77"S42^ 

[0 0 5 4] Xf 7 ^S32t t jr-c 

^ 7'S 3 4 - Xr ^ 7' S 4 0 ©Mltif 5 9 
[0 05 5] 7=zs £ ;US« £ $ <DW&(r£ 
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9**?*£ff5. C©?X^B, @&«U/Cf 

^'J*- F-*>iHt*iiDTW-aJ^6-?>or#/c, iA© 

X HtZ titer -ZZWm? *fc, r-f-fc 
10 I, bit$ titer- 2 *m$*?z>o ccr, 

it. ?-**m>*Bmm* msid* sue* id 
[0057] s/c, xmtemvrzjzjumzttz?*-* 

[0058]»C, Xf^S4 2-C^j: ?*1S*«CI£ 

K» ^»Dtfl8iLr v HI 2 (a) ^C^TJ:^6c, Si^ 
30 -tr-i? ( rg^^^ /7 0 K ! j ) % WSEftm. BBB 

hid. tm%<o\ DDB«**^-ra. 
[0 05 9 ] cneo^sntittH*. HfBcJ: qs^do 

N/OFFms-J:5«:ftor^4. fg^C, SBK^at 

0i2 (b) tcsKrj:5aa*ia*. mmr-^j: 
40 toffft^«si*iDria^ 

^\ jfl*fcai83n/c I Di^llftl^ ( I D@<^ 

r*5 0. ^s^r*ntf, si2 (c) (C7R-r«t5a* 

[0060]-^ ^r77'S34Wa77>f;K 
>0 mt7rJM^ <Z<D&f$ l tC'0\,>Xtemj&?*>&, 
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Bg4f;r~£;£# (^gOffi^B) . y 5 

[oo6i] ccr, a#{fc*5Bc*-rntf, Hg-sHt? y 

?'S3 6, S3 8*Cjt£r e ^tt, "r-ZVy^jWrCm 

[0062]-^ w-^fcsnfc^-af^T-f-rt/jWKai 

1 ltc^cfc^^, aWM«:j:sa#{b«:iife»-rs© 

-e-bT, CO»^CC» t HI 2 (e) KI^-r<t5«C^ 
S^jfiWrtt, 0 1 0 *fcttB 1 1 tcfjkTJ: 5 

&&C££p7^CUT(,>&<£tC (f£W;tf£20 ,012 
[0 06 3] fflWQ**:* y7W«SEOttC\ Hi 

tf 5 ± * * ~ v r a m nzm k> 3kz>mmo2> zmmm 
ik^-zicttLxiz. e^x^^^s4 2^ii^ mi 

[0 0 64] C - 4 . Hj{£:r- £<£)Bf#{(:^ 

H6tC^-r^^5f^S4 4-vit*. 
U WSiJLfc^-gimcjCBcr, «IWBWR«:»t/-c, Bg 

[ 0 0 6 5 ] c CT\ *ff/a»*-3&WfPStifc»^ 
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[0 0 6 7 ] iBJR*s«7^4i, fiH««^*y8»2 

ot% ai o^r^itum^if -r«c*>%. mm 
io u iwfcf !r -d'**jstr4. ^ mm, m 

«©SaM&*fr<J:fetT 5„ 0^(D0!|-Cte: v :t-£<Z)FpU> 
£toi*5fc©MS»^S:iIilfc7*-- *TiI#>&A,m> £ e Bg 

mtcrj;y 7 jut Lxmrnmrn**: y 2 fretsaw*. 

[0 06 8] C - 5 . 9ft«L9 

a/c. 0 5^7n-r^-r ^^*S 2 6CC*H>T, tISOttff 

SBiofCctt). 0 1 4 tc^-r<i: 5 &t, i/yr^-h* 

F (HTTP, FTPfw<) 2 I'MD&H. ^-y 
^>22. 24 k f^WW72 3^*^„ 
[0 0 6 9 ] ;<ya>2 2m 1^^;^72 0 

^^7 2 5*^V=i>2 6tCiHft$tirt^„ CCD 
*§^, a*V3> 2 5 J/c«l^Xf 7 2 6TO, 

w^72 3tit m^xf-jixj^z Qfr^mms 

S6tC, AV3>2 4t«, 1^^^7 2 0/5^ 
40 mmztifcT-Zy 7 JJWcttL,x{*l&m?ETZ>C£tj: 

a, 723 <hEI«tcrt§3&sgiESti/cffii 

[0 0 7 0 ] Bf^fkSti/c^*^**^*^ 

7 -owmwkwz, mx\z, m^^^^^i 

7. ;<ya>2 8, 2 9tfii>2>. C<om^ S^-X^Jb 
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[0 0 7 1 ] f-jr7 7 ^Ht ^*^U*7^-5 2 0 
T2S«5te<&&H«fc J: 0 Bf-stf b 3 ft, S*©«gteiS« 

WJi/*«^{b^*c£#t rtg*s«aEsn 
S#fbT£c£#r*&<r». ic 

[0 0 7 2 ] *HJg^CD, 

m©^B8»<z>aia«-fe * * y t a hs^fto-e, &gag£ 

tC, fSttft (Key Finqer Print) Sc^O^SC^ffl-T^ 
«WS«cr * C 4 feWJeft-C* 20 
[0 0 7 3] CCT, K»}:cT©#»ft 
SS*5tSa*BX{c^ai2* A y^^«E(c^r!ft 
59fS. #^JfeJ&«ttt, fc*~y7^teHrr&flWR± 
L/T, SI 5 (a) te^rTJ:^ I D, ID 

tHNB 5 -*. ^gf-r-^^r, ^^'jf^ 
*y 8- MClBttOT^£ e {gtC k ^-F«)*r*»B 
rsa^LT, 015 (b) K^rfcfc5tt:, afflfa^- 
S^SteA^U aa*9UOffi0fflU 

5C45iHS^fbTJU=fyXA^6«H^RjfiB"C&4. 3 
&fC % B15 (c) KSti^fC. aSitID, ID 
Bfc*3sEKA*U m$m, 5iH«*«JSLfciLT 

[ 0 0 7 4 ] s?i 1 mswctt* «scc»#i&t*c it, 
[0075] tit. mimmw-eiz. ?i;zji>n*x* 
[0076] d. m2<onffi&m 
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[0077] — »«c«fHi«c^©«Bc4>ir*r«. 

H«*E»L/fc^"C, «^Ta*>Ltf«*An-Si(r^ 
©fit. f^^l/SgfiHCJ:?^ HSnJttTfcS. 

Xf;^^720t 4 r^^S2ft*f-^7^l/ 
©H«f r -^tcm^S^L4LT T029348573 
67j*»AU ;<V3>2 2^ft^-^„ CCT\ 

U J3!l:7 7-OI/«:£0SU -f>*-**H* 

7 7^1/^1608^^^7 2 3^V3>2 4t 

7U©f-^7 7 ^^©a^bWWiBKOC^T 5 - 

7 7-/MiSf-^»^[ijir, ^lEttJBSft 

[007 8 ] *«^m^*>b*-fifffl"r55?*i LT 

tt. S7 tcs-rsi^f'-^^ft©, Biffl7*~£K:S7-ai 
:^L,£#A^(ftfc<2£&5£l>5t <ht*£U ttfp 
7P-tt^K. 05tC^"rxr-^7"S3 0<D&acDlu 

r^S^LtffgjfAMSj 4Aft*«*rc*4 0 
[00 7 9] $?c, *HiS«*^ : ^^JL'*^X^^^ 

*M&/W£, EI 2 <D*te ^a'Jf-f^^y 8- 1 CDt^S 1 D 

[00 8 0] ^CC. a^Fat^L/i^HSIiS&CcWRtc 
ttfflU/c«-&<D*fiR«:H 1 7feJ:^S 1 8^T 0 0 1 

Aftiii? 0 ;XCC. igiS^x-^ (EBBS*. a^L/ftLS 
»*) «C, BB^tffS, I D, ID (IDI 

^^ydHfl, nR«flm«) -77^ 

[ 0 0 8 1 ] h 1 8 tc^ra#fb«:tetsrtt. $~r, f= 
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[0 0 8 2] c<z>j:5K\ JflJf^*##£ttJjnT&c 
[0 0 8 3] 

[«W©»*3 HWaBlKtt©*IB«:j:iitf, A**® 

Ayj-r-^^i oteis^bkceisu »?»sg#a 

IBiBtt^StcEtt-StifcA^^-^^ftiSS-^ftO, 3 
Ml^RfclEllSn&A*^-***. WEVF*S* 

[0 0 84] £/c, lt*^2IBi8<D»?B{c m# 
«#ffcU «W*gKc«fc0> «rEW*:7 7^fca&tf3 

[0 0 8 5] g/c, BB3»B3gE»0«l8(CJ:ti«, 1513 

Aa?-**ttjwt{fc3nsw»t\ mmr-zmiu 50 
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^J£fc:<fcD> A*f s -**#^6«*»5 s -dr*}imjL % 
teti> WE^a^awiJ:?), fJESes^-^fflffl* 

a*c ct o s ntcmmmic £ o at m tr & ± *> &c l *t 

s c i r* # s i c » 5 fij^» e> n s . 
[0086] £?c, is*3®4Et8<Di8W(c<tntf . 

[0 0 8 7 ] ifc, »«a5Ett©»w«c<tn«. buE 

IftgilT*-*^ f s ^dr;Uf s --^©E»*3&sia!RL//cffS 

[0 0 8 8] aistieEttoawfcjmtf. msi 

* . RH5 Ifrtt/cffiSQiHft^- * %luEA*^e^6 A 

[0 0 8 9 ] ii^H 7 IF. tt(7>^HH£r J:h« v 

?SEtg^Stc*Bttbr4d#, BB«5feiSfR*©{c<tO, at 

SSL ^«W*l»±*SC<fc*"C#S4c»5*rjja*J» 
[0 09 0] »#»8E«©*gi<CJ;fttt. Eft 

^tcct^r^^3n/c^ijiii^f r -^<h, Efi^B^ 
fc J: r>r?«)E«3 n/c&pg^i «Efiffi#nr«EtK# 
R«cEttLr*». HWfb#S«:j:O fc MES^S«^ 
J£^mc J: 0 *^3 9 s - ^ * , KTEESffi 

*f»aEtt#eccEtt3nTCiS % EMts^o^ii^cc 

itr * C i #-c # * i t, > 5 M *3&$» e> n 6 . 
[0 0 9 1 ] »««9Ett<Z>»9i«cj:ntf. S?E 

[0 09 2]S/c, if 401 1 0 EttOIHBfc: «fc*i« % 0 
2<Dm^ft^gtcJ:D. S9EIBK7T^iU«S#oiMe 
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©BSS^SIt IHJ#&ffl£PJ5±TSC£^#S£t>*> 
[0 09 3] if^ l l K«t©89i«: ift«. mr 
KWK#SK«fc OHufBHSi? r ^tf^iEtCA^Sft/c 

[ o o 9 4 ] s ?t v it ?m i 2 Ettosnu: <tn«, m 

aS9tfNR£ Lfc©T\ xi> 3?;u-r - £ ©&&-£&$?, 

^xE06ffl*B5jh-r 4 C £ #s-C* S £ (,> 5 fttj&j&J 

coo95] *yt. if jjbh i seooiHiKcjcna. mi 

^sg*S-fH£a>l,1fl$ll£ l>r Ahiitf J: 5 fcbfc© 

£Kf±t s c £ #s-c a? z £ t,o m&&m h n £ . 

[0098] Rft&g l 4BB«©IM8«:«ttiW, m 

ibbsk? r -f JKc#jjn3nrt».s^Hii£, buibbss^ 

%Jt«U ^^-gCLfctii^Ctt. A*^ 
- ^^^iE^^SBd^^©^- ^"C* -5 £*JBfr £ 
ct5(CL-/c©-C, -r^£,>Uf : -dz©&H1 b aSi g|tfr& 

jb, ^FiEffiffl*i!*±-r -s c £ # i, £ u t> m&t>m 6 
ns. 

[0097] ff-Jta 1 5SiS©^(c a 

H«nt##5iWc J: 0 J: DTO «**JSW 

SttSDt»«£SSttl,. A^-r-^*ft£OriB».^|gK 
i-ifc^H-c, S5IBiBtt#S«:iatg5 txtcXf}?- £ ^ 
lOgSSs^T-f^JiS^&ttJrt?, B5IBfB^#g{cfB1f 

eattfg?rS£*rBgK7T wju^^l, ^a^t*. ^eh 
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U ££>tc. #2©HB7T-OI/£fifc*8(c«fcD. 77 

-r^*^©asij=£^T7 7 wjba^ijtt fg> buibbi mt^ 

etc J: 19 Bg^b^nfcBf-^^- * , feJ:O c &HpiIffifc& 
Kilif&'r- £ £ $ £ «6Tfii^W^g§S7 7 -Y 

si^Ki/fco-c, ^^^^^-^©©ca^tsij. 353. 

[009 8] if^ 1 BEtt©«9i!«: J:h«, S 
fi£^-e£. A^^a^eA^J^n/c-r^^^T 1 -^^ 
g3^=&^Tig*>L.tt$E£LrAnii*. #mWMB*fSS* 
At»7 r -^*:ft£LTEtS*^CiBtSL,, ;A^t?, 

m^s^^gfc <t 13 . .«*js^atc «t o*fi£?n/cs^ 

«t 0 . HUlBEtt^gtCIBm^nfcA^T 1 - 

^> iolB^^#atcJ:i3toS;3n/ci2rig^. 

BSK77 -Y^SfeeK-r^Jr^tCL/fc©^ t^^^jUx— 
^©HS^^aii!. gp^-ffiS. ^FIEffiffl=£rE$±-rsc£^ 
■C# -5 £ (,» 5 ftti5 s 

can RSA&wmm^tt>km}Tz>tcit><D7u- 

[02 ] 4^©J* 1 ««BSSJ»»K:tetf S*^^* 

[S3] ^ai6tt^-ty sc^-^^Tj^-r^H-c 

[04] *f*7 i JU#y5©ttft*ttWTS;fc«><0>»n 
[05] S T XfJl/*y7©|iff^i1-Sfci!)©7 0 
[0 6] m^^U*y^©8i)ff^:iS^-rsfcJ*©7n 
[07] m^«f^*©T : -^7 7-l'^©^^i£^ift 
[08] ^S«##©7 r -^^7-('^©m7c73i*?:lft 

[09] ffigiif] Dtcii-fe+ay^^fian&ttwr 

[010] «w<k*js*sttwrsfc»©sfcaa-c**. 
[011] Bg^<t2titc'm?m%ttz<D7 : -zy 7 

[012] fl*#J*m-rgi{£H-e&S 0 
[013] I Dmm<DM*jnT®±mT'$>Z. 

[014] r-$7 7 -r^©^g^^iSBj-rs/csi> 

©g{^:0T-*-S. 
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[0 1 7 ] VTA** b ^iiffl U fcig^cDm-r^rg ttS- :r 
[018] S^if^b^JlfflL/cii^CDmT-S^f^*^ 

So 

[$Hf<D|fcBJ] 

1 »KK * 
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